
 

 
 

Re- Advertisement of Request for Proposal 
 

For 
  

Agency for Verification of Data 
 

Project Title: 
 
Verification of Data as per the Standard Operating Procedures 
 

Dates, Duration, Days 
& Hours: 

19th April 2021 to 10th June 2021 

 
 
India HIV/AIDS Alliance (Alliance India) & Solidarity and Action Against The HIV Infection in India 
(SAATHII) are requesting joint proposal for services of a qualified research agency/consultant and/or 
consultants to conduct the “The Verification of Data as per the Standard Operating Procedures” 
The Research agencies/consultant/team of consultants are requested to submit a detailed proposal as 
per the guideline under the head “Request for Proposal”.   
 

About India HIV/AIDS Alliance: 

 
Founded in 1999, India HIV/AIDS Alliance is a not-for-profit operating in partnership with civil society, 
government and communities to support sustained responses to HIV in India that protect rights and 
improve health. Complementing the country programmes, we build capacity, provide technical support 
and advocate to strengthen the delivery of effective, innovative, community-based HIV programmes to 
vulnerable populations affected by the epidemic.  
 
More www.allianceindia.org 
 

About SAATHII: 

Solidarity and Action against the HIV Infection in India (SAATHII), a registered non-profit organization, 
was founded with a vision to stabilize and reduce the spread of HIV/AIDS in India and ensure that 
people living with HIV/AIDS receive un-stigmatized, affordable and quality care, support and treatment. 
Headquartered in Chennai, with 13 offices across the country. SAATHII also works towards universal 
access to health and social justice across the country.  

About the Project/Program: 

Alliance India and SAATHI are implementing pan India project. Under the various projects of Alliance 
India and SAATHI, the organizations are supporting partners and their beneficiaries. As a part of the 
process of support, the partners are sharing the beneficiary data along with supporting documents of 
identification and bank details for the support. The partners and their beneficiaries are supported after 
due verification of eligibility and verification of documentation.  
 

The purpose and objective of Data Verification: 

The main objective of the Agency would be to validate the data authenticity of the data received from 
the partner organizations received in the image or pdf formats against soft data shared in excel / word 
on the given parameters and also to check duplicity of the data implied if any, within the given partners.  

Scope of Work: 

The agency will provide services for the desk review of document verification of the clients for: 



 

  
 

 
1. The quantum of data would be around 50,000 to 70,000 thousands data. 
2. The following details to be verified: Account Holder Name, bank Account, IFSC Code from the 

scanned copy (Image/PDF) of Passbook 
3. Bank Holder name should be matched from the ID proof provided by the client or approved list by 

the organization.  
4. Ensure the availability of compulsory documents (At least two documents)–  

a. Bank Account  
b. Any one Govt. Id/Address proof OR approved list provided by the organization 

5. ID/Address proof have to be verified along with organization letter  
 

Criteria for the selection of the Agency 

Scoring: 
 
1. Technical Specifications - 50 % 
2. Past experience of the agency or consultant for the proposed task - 30 % 
3. Availability of human resource 10% 
4. Rational timelines – 10 % 

 

The broad guidelines for submission of technical specification is given under Annexure 1, and the 
vendor shall submit compliance of the technical specifications under each category below table format 
for the scoring purpose.  Each criteria will scored 1-5 based on the compliance.  
 
 
 

S.No Criteria Vendor’s Response 

1 Physical and Environmental Security  

2 Access Control  

3 Identification and Authentication  

4 System Security  

5 Data Isolation and Segmentation  

6 Auditing and Monitoring  

7 Network Security  

8 Data Protection, Sanitization, and Destruction  

9 Incident Response and Notification  

10 Business Continuity Management and Disaster Recovery  

 
 
Additional Criteria for selection of an agency: 
 
- Agency should be a registered agency as per the Govt. Registration ACT 
- Should be able to do automated as well as manual processes to examine and verify the data 
- Along with proposal qualification and experience of personnel handling the data shall be shared. 
- 3-5 references of the clients with similar data requirements 
- The data is highly sensitive health and financial data, and utmost privacy and confidentiality 

expected, accordingly the agency shall sign a Non-Disclosure Agreement  
- Randomly 10 % of data will be validated for quality of data entry.  
- Before finalization of the vendor, a site visit will be done. 

 
Deliverables: 
 
Cleaned and formatted Data as per the required guidelines indicated in the Terms of Reference as 
per the developed Standard Operating Procedures. 



 

  
 

 
Timelines:  
 
The data verification process will be done from April 19th 2021 to Jun 10th 2021  
 
Submission of Proposal: 
 
Individuals/Agencies who are interested in carrying out the assignment are requested to submit their 
proposal for the same as per the details outlined above. The vendor has to submit the two sets of 
proposal one is for Alliance India and one for SAATHII. 
 
The financial bid and technical bid shall be submitted in two separate emails in pdf format and financial 
bid should be strictly password protected. Bidders failing to submit as per above process will be 
disqualify from the process. The subject line of email and subject line should be as below: 
 

“Verification of Data as per the Standard Operating Procedures” (Technical or Financial) 
 
Interested agencies/individuals meeting the eligibility criteria are requested to submit two sets of 
proposal bids following the guidelines to both the below-given email ids on or before the closing date.  
 
The technical and financial proposal bid should be submitted in soft copy over email to both the following 
email ID:   
procurement@allianceindia.org” and  
procurements-svetanapr@saathii.org 
 
Password of the financial bid need to be sent on apaul@allianceindia.org 
 
Last date for submission of bid documents: on 18th April 2021 by 5.00 pm 

 
All correspondence/communications regarding the proposal should be made at the above contact 
details only. 

 
 

 
 
 
 
 
 
 
 
 
  



 

  
 

Annexure 1 

Guidelines on Technical Specifications of the Vendor/Agency 

 
Physical and Environmental Security 
 Vendor must ensure that all of Vendor’s systems and other resources intended for use by multiple 

users are located in secure physical facilities with access and authorization restrictions 
 Vendor must ensure that all of Vendor’s employees, agents, third party vendors, or otherwise sign 

a non-disclosure or confidentiality agreement with Vendor prior to processing Client’s Confidential 
Information. 

 Vendor must limit and monitor physical access to its facilities to ensure that visitor access is logged 
and that access is restricted to appropriate personnel based on their job requirements. Vendors 
must require that all employees, contractors, and visitors’ present identification, log in, and be 
escorted by authorized staff through its facilities. 

 Other features like having security cameras, No Mobile Access Policy to the working environment, 
etc.  

Access Control 
 Vendor must take all reasonable steps to prevent anyone from accessing Client’s Confidential 

Information in any manner or for any purpose not authorized by Client. Vendors must limit access 
to Client’s Confidential Information to Vendor’s employees, agents, and third party vendors who 
have a legitimate need to access Confidential Information to provide goods and/or services and 
have agreed in writing to protect the integrity, availability, and confidentiality of Client’s Confidential 
Information. 

 Vendors must maintain reasonable procedures to terminate access to Client’s Confidential 
Information when it is no longer needed or relevant to the performance of Vendor’s duties. 

 Vendors must separate Client’s information from any other customer’s or Vendor’s own applications 
and information either by using physically separate servers or alternatively by using logical access 
controls where physical separation of servers is not implemented. 

 Vendors must prohibit and employ reasonable Technical and Organizational Security Measures to 
ensure that any employee, contractor, or Vendor’s third party vendor processing Client’s 
Confidential Information may not copy, move, or store the Confidential Information onto any storage 
device. 

 Vendors must require at least two-factor authentication to remotely connect to internal Vendor 
resources containing Client’s Confidential Information. 

 All the files should be password protected during data sharing. 
 

Identification and Authentication 
 Vendors must assign unique user IDs to individual users and assign login credentials to one 

individual account. Vendors must have procedures for user account creation, timely account 
removal, and account modification (e.g., changes to privileges, span of access, functions/roles) for 
all access to Client’s Confidential Information and across all production, test, and development 
environments. 

 Vendors must require password complexity rules that at least meet the following password 
construction requirements: a minimum of eight (8) characters in length for system passwords and 
four (4) characters for tablet and smartphone passcodes. System passwords must contain three of 
the following: upper case, lower case, numeric, or special characters. Vendors must verify a user’s 
identity and set one-time use and reset passwords to a unique value for each user after first use. 

 Passwords must not be the same as the user ID with which they are associated, contain a dictionary 
word, sequential or repeat numbers, and not be one of the last five passwords used. Vendors must 
also require password expiration at regular intervals not to exceed ninety (90) days and that all 
passwords are masked when displayed. 

 Failed login attempts must be limited to no more than five (5) failed logon attempts and lock the 
user account upon reaching that limit in a persistent state. Access to the user account can be 
reactivated subsequently through a manual process requiring verification of the user’s identity. 

System Security 
 Vendors must ensure that such systems and other resources are properly hardened in accordance 

with security best practices for establishing a secure information system baseline and including, but 
not limited to, removing or disabling unused network ports, protocols, and services, along with 
installing endpoint malware, antivirus, and host based firewall protection technologies. 



 

  
 

 Vendors must conduct internal vulnerability assessment scans including, but not limited 
to, networks, servers, applications and databases, with applicable industry-standard security 
vulnerability scanning software to uncover security vulnerabilities. 

 Vendors must use a documented process to apply appropriate security patches. 
 User Accounts and Strong Password Policy 
 Implement a software based firewall(On demand) for additional layer of security 
 Disable Unwanted Services through port blocking, firewall rules and policy implementation 
 Logging and Auditing through monitoring & alert tools 
 Intrusion Detection and Prevention System(On demand) 
 Antivirus, Antimalware, Antispyware(On demand) 
 Use of an application programming interface (API) must be secured through a combination of 

methods that include the Strong Encryption of data being transmitted as part of the API call, using 
the latest supported versions of Secure Sockets Layer (SSL) and Transport Layer Security (TLS) 
connections to during transmission, and implementing authentication and session management 
correctly by using secure procedures to create, manage, and end a session for each authorized 
user. 

 
Data Isolation and Segmentation 
 Vendors must implement a set of multi-layered security controls to logically isolate and segment 

Client’s Confidential Information in a hosted environment. Mechanisms to ensure appropriate 
isolation and segmentation must be implemented at the network, operating system, and application 
layers. Vendors must ensure that clients in a hosted environment are isolated from each other such 
that they are considered to be separately managed entities with no connectivity between them. Any 
system or component shared by the client environments, including but not limited to hypervisors 
and underlying infrastructure systems must not provide an access path between these 
environments. 

Auditing and Monitoring 
 Vendors must maintain an automated audit trail that documents system security events as well as 

any change management event that results in the access, modification, and/or deletion of Client’s 
Confidential Information. 
The audit trail must, at a minimum, record the following information for each event: 

o Type of event occurred 
o Date and timestamp of when the event occurred 
o The source of the event 
o The outcome (success or failure) of the event 
o The identity of any user/subject associated with the event 

 Audit logs must be read-only and protected from unauthorized access. Audit records documenting 
events resulting in the access, modification, and/or deletion of Client’s Confidential Information must 
be made available to Client’s. 

 Vendors must employ a regular audit log review process (either manually or automated) for 
detection of unauthorized access to Client’s Confidential Information. 

 
 
Network Security 
 Vendors must maintain a formal process for approving, testing, and documenting all network 

connections and changes to the firewall, Broader Gateway Protocols, and router configurations. 
Vendors must configure firewalls to deny and log suspicious packets, and restrict network 
connections that only allow appropriate and authorized traffic, denying all other traffic through the 
firewall. Firewall rules must be reviewed on a recurring basis. 

 Vendors must restrict unauthorized outbound traffic from applications processing, storing or 
transmitting Client’s Confidential Information to IP addresses within the Demilitarized Zone and 
Internet. 

Data Protection, Sanitization, and Destruction 
 Vendors must use Strong Encryption for the transfer of Client’s Confidential Information outside of 

Vendor controlled networks or when transmitting Client’s Confidential Information over any 
untrusted network. 

 Vendors must use Strong Encryption to protect Client’s Confidential Information when stored. 
Vendor must not store Client’s Confidential Information electronically outside of Vendor’s network 



 

  
 

environment unless the storage device (e.g., backup tape, laptop, memory stick, 
computer disk, etc.) is protected by Strong Encryption. 

 Vendors must not store Client’s Confidential Information on removable media (e.g., USB flash 
drives, thumb drives, memory sticks, tapes, CDs, or external hard drives) except: (a) for backup, 
business continuity, disaster recovery, and data interchange purposes as allowed and required 
under the Agreement and (b) using Strong Encryption. 

 Upon termination of the Agreement or at any time prior to reuse or repurposing of media used to 
store or process Client’s Confidential Information, media must be cleared (using a DoD-compliant 
7-pass wipe) or purged in accordance with NIST SP 800-88. If the media is to be destroyed, Vendor 
must provide a certificate of destruction to Client’s. Prior to such destruction, Vendor must maintain 
all applicable Technical and Organizational Security Measures to protect the security, privacy and 
confidentiality of Client’s Confidential Information. 

 Vendor provide data backups, on demand) 
Incident Response and Notification 
 Vendors must maintain a current Incident Management Process and must notify Client’s without 

undue delay after becoming aware of any potential destruction, loss, alterations, unauthorized 
disclosure of, or access to or accidental or actual destruction, loss, alteration, unauthorized 
disclosure of, or access to Client’s Confidential Information, including data, transmitted, stored or 
otherwise processed by the Vendor or its sub-processors. 

 Vendors must have and use an Incident Management Process that is managed by trained 
resources. The Vendor Incident Management Process must be consistent with various state and 
federal laws and regulatory requirements as well as published best industry compliance and 
governance standards. 

 Vendors must follow incident response best practices and make reasonable efforts to identify the 
cause of incidents and take appropriate steps in order to remediate the cause of the incident. 

 Under no circumstances shall Vendor publicly disclose any such breach of Client’s information, 
systems, or other resources. Vendor must immediately notify Client’s of a possible or actual incident 
and work directly with Client’s, as requested by Client’s, to notify applicable government officials, 
authorities, credit monitoring services, individuals affected by such breach, and/or any applicable 
media outlets, as required by law. 

Business Continuity Management and Disaster Recovery 
 Vendors must develop, operate, manage, and revise business continuity and disaster recovery 

(BCP/DR) plans. Such plans must include BCP/DR roles and responsibilities, established recovery 
time objectives and recovery point objectives, daily back-up of data and systems, off-site storage 
of backup media and records, record protection and contingency plans commensurate with the 
requirements of the Agreement. Vendors must securely store such plans off-site and ensure such 
plans are available to Vendor as needed. 

 Vendors must have documented procedures for the secure backup and recovery of Client’s 
Personal Data or higher, which must include, at a minimum, procedures for the transport, storage, 
and disposal of the backup copies of the data and, upon Client’s’ request, provide such documented 
procedures. 

 
 


